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Nothing in this job description restricts management's right to assign or reassign duties and 

responsibilities to this job at any time. 

 

FUNCTIONAL DUTIES  This is a non-career, term position at the Metropolitan Washington 

Airports Authority (Airports Authority).  Serves as the Desktop Engineering, Supervisor, in the 

Program Support Department of the Office of Technology (Office).  Uses Microsoft System 

Center Configuration Manager (SCCM) to engineer the core desktop platform and supporting 

infrastructure for Office 2012.  Provides expert level desktop installation, configuration, 

deployment, and administration to ensure successful interaction and integration of enterprise 

systems management and application systems into the enterprise desktop environment, including 

hardware, software and patch deployments, and enterprise remote access, networking, and 

enterprise applications.  Manages test lab activities of hardware and software applications.  

Provides support for Tier III desktop incidents.  Performs related functions. 

 

Through subordinate organization, staff, consultants, or personally: 

 

--Manages the enterprise desktop environment, which includes all computing devices utilized by 

Airports Authority end-users, such as desktop and laptop computers, mobile devices, and 

workstations.  Establishes the desktop environment by installing, configuring, and administering 

SCCM 2012, System Center Update Publisher (SCUP), Microsoft Windows Server 2007/2008, 

Microsoft Office 2007/2010/2013, and Microsoft Lync. 

 

--Creates and deploys Windows desktops into the operating environment.  Develops and 

maintains standard configuration of golden images for deployment into the virtual desktop 

environment. 

 

--Manages the process for deploying operating systems (OS), including: (a) creating, modifying, 

and updating Windows Image Management (WIM) images in the golden image library; (b) 

creating task sequences to support multiple hardware types and OS architectures; (c) configuring 

task sequences for Lite/Zero touch personal computer (PC) backups, reimages, and migrations; 

(d) managing and customizing Windows Preinstallation Environment (WinPE) boot images; (e) 

building driver packages to support multiple hardware types and OS architectures; and (f) 

configuring the User State Migration Tool (USMT) to transfer user files and settings. 

 

--Creates and modifies Structure Query Language (SQL) queries on a SCCM 2012 primary site 

to include, but not limited to, writing scripts and reviewing database replications, for storing and 

retrieving data as requested by other software applications. 

 

--Determines the method for installing and configuring client software on computers within the 

enterprise desktop environment by utilizing Microsoft Group Policy, SCCM, or similar software 

management products.  Develops, tests, and deploys Group Policy configuration through Active 

Directory in collaboration with the Server Administration team. 

 

--Creates and deploys custom client settings to effectively manage all computing devices within 

the enterprise desktop environment.  Establishes the client setting priority level to determine the 

order in which client setting policies are applied. 
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--Operates within ITIL framework; leverages formal change control and release processes as 

established by the Airports Authority standards. 

 

--Configures and manages security roles using built-in security roles, as well as creating custom 

security roles to grant administrative users additional security permissions they require.  Assigns 

security roles and scopes to new administrative users.  Serves as account manager to allow 

accounts, groups, and SQL server database roles to perform management functions within the 

site server, site systems, site database server, and client computers. 

 

--Manages application and software updates, such as (a) packaging standard applications (e.g. 

Microsoft Office, Microsoft Visio, Adobe Acrobat, etc.) in SCCM for silent deployments; (b) 

publishing applications to the software catalog; (c) creating custom packages to upgrade standard 

desktop applications (e.g. Flash, Java, Adobe Reader, etc.); and (d) creating scripts and 

transforming files for customize software deployments.  Oversees operating system (OS) 

updates, such as managing, testing and deploying monthly updates for multiple OS’, and creating 

packages to modify the registry, folder permissions, and local policy of client PCs. 

 

--Installs, reviews, and tests service packs and cumulative updates on servers and clients to 

ensure updates, fixes, and enhancements to software applications are effectively delivered 

throughout the enterprise desktop environment. 

 

--Configures, installs, and administers the Airports Authority’s enterprise anti-virus protection 

system to manage security and malware on client PCs and creates and modifies anti-malware 

policies in coordination with the Information Security Department.  Sets up malware alerts for 

endpoint protection and configures automatic updates for all endpoint clients.  Integrates the 

Airports Authority’s numerous security software programs using McAfee ePolicy Orchestrator 

(McAfee ePO) or similar security management technology to provide real-time monitoring of 

security programs through a single source. 

 

--Configures and administers the SCCM reporting website to allow Office staff and managers to 

create customized reports, such as asset inventory reports, standard configuration reports, and 

patch/update level reports for computing devices within the enterprise desktop environment.  

Assigns roles and responsibilities to administrative and non-administrative users for accessing 

various reporting tools and functions from the reporting website. 

 

--Manages test lab activities and resources for physical and virtual test environments, such as 

physical computers, virtual machines that host golden images for running tests, as well as define 

configuration attributes of hardware and software.  Performs all client level software and 

hardware testing.  Automates deployment to facilitate repeated configuration of test 

environments.  Validates deployment and installation procedures to ensure that software and 

hardware deployment packages have reliable installation and configuration scripts to 

successfully introduce deployment packages into production environments. 

 

--Provides Tier III desktop incident support to end-users to resolve technically complex 

problems.  Works closely with system engineers to analyze, understand, and resolve issues by 

engaging in Problem Management or Root Cause Analysis (RCA) to identify gaps and 
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opportunities to resolve incidents and prevent repeated occurrences through detailed analysis of 

multiple data sources. 

 

--Identifies and gathers requirements, identifies risks, and provides recommendations to Office 

management to minimize/mitigate impact to continued operations of enterprise and custom 

developed applications.  Creates and manages documentation, such as standard operating 

procedures (SOPs), test logs, records, and service desk tickets to capture established policies, 

procedures, and processes. 

 

--Maintains currency of knowledge on existing and new/emerging technologies and 

functionalities. Attends conferences, vendor classes, seminars.  May lead/provide instructional 

guidance on newly acquired knowledge to staff/subordinates. 

 

--Operates a motor vehicle landside, on and off the airport complexes, and airside to attend 

meetings, visit jobs sites and suppliers, and perform related functions. 

 

--Communicates and interacts effectively with internal and external business contacts including, 

but not limited to, other members of the unit/team, other Airports Authority employees (such as 

officials, executives, managers, supervisors, professionals, and support staff), and vendors/ 

suppliers. 

 

--Uses a computer and (a) modern office suite software such as MS Office to communicate 

(email); plan; schedule, word process; prepare presentations and graphics; manipulate data 

(spreadsheets and databases); and research (Internet such as research of new products and ); 

(b) enterprise system/software enterprise systems/software (such as ERP) for requisitioning, 

budgeting, time and attendance, payroll, interpreting data from business activities, and other 

functions, and (c) specialty systems/software (such as SCCM 2012, System Center Update 

Publisher, Lync, EMCO MSI Package Builder, McAfee ePO) used for software and hardware 

development functions.   

 

--*Performs related duties as assigned.* 
 
MANAGERIAL AND SUPERVISORY DUTIES In the context of team functions and 

operations, provides:  

 

Organizational Planning Establishes goals. Develops program plans and milestones. Assigns 

priorities. Develops policies and procedures. Projects budget requirements and allocates 

available resources.  

 

Program Direction Communicates organizational goals. Keeps employees and other managers 

informed. Develops and establishes review systems to assist in achieving goals. Reviews costs, 

manages fiscal resources and maintains control over assigned Airports Authority resources and 

assets.  

 

Human Resource Management Selects, assigns and develops employees. Delegates and assigns 

work. Evaluates employee performance and administers human resource management programs 
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established by the Airports Authority. Ensures the application of EEO principles and adheres to 

EEO requirements.  

 

Program Evaluation Reviews program quality and progress toward achieving goals on a periodic 

basis. Takes corrective actions to maintain work progress on schedule, improve employee 

performance or modify program goals or operations, as appropriate.  

Critical features of this job are described under the headings below.  They may be subject to 

change through reasonable accommodation or otherwise. 

 

MINIMUM QUALIFICATIONS (MQs) 

 

To be rated qualified for this job, an applicant must meet all of the MQs listed below at the time 

of vacancy announcement closure.  

 

1. A high school diploma, a Certificate of General Educational Development (GED), or an 

equivalent combination of education, experience, and training. 
 

2. Nine years of progressively responsible experience in Information Technology in a user or 

system support capacity that includes substantive work in most of the DUTIES in this job 

description, which includes four years of expert level SCCM administration and two years of 

administering and managing test lab activities. 

 

Education and training beyond what is needed to satisfy MQ 1 above may be substituted for 

up to four years of these nine years of experience (MQ2) provided the education and training 

provide evidence of the skills and abilities required by MQ 2.  For example a bachelor’s 

degree in any field that demonstrates ability to successfully perform the DUTIES of this job 

description, such as those listed above may be substituted four years of experience. 
 

3. Certification as a Microsoft Certified Technology Specialist (MCTS) in Administering 

SCCM 2012. 
 

4. ITIL Foundation v3, or newer, Certification. 

 

5. Education, experience or training indicating the ability to perform successfully as a first 

level supervisor such as the ability to plan/assign/review work, deploy personnel, monitor 

work operations, obtain effective results and perform a full array of supervisory personnel 

functions. 

 

PREFERRED QUALIFICATIONS 

 

The qualifications listed below (if any) are preferred and may be considered in the selection 

process, but they are not required to be rated qualified for this job. 

 

1. A bachelor’s degree in any field that demonstrates ability to successfully perform the 

DUTIES of this job. 
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2. Experience as a supervisor supervising Desktop Engineers. 

KNOWLEDGE, SKILLS, ABILITIES AND OTHER FACTORS (KSAOs)  

 

The following KSAOs are required for successful performance of this job and are a basis for 

rating and ranking applicants who are found to meet the MQs.  Local, Federal, airport industry 

or Airports Authority specific bodies of knowledge listed below may be acquired on the job, 

typically; ability to rapidly acquire them is required at the time of vacancy announcement 

closure. 

 

1. Knowledge of Airports Authority management functions, policies and procedures, including 

EEO principles and requirements, and knowledge of supervisory principles, altogether to 

manage the operations and programs of the unit/team and to perform supervisory functions. 
 

2. Knowledge of SCCM 2012 and standard software platforms, such as Windows Server 

2007/2008, to provide expert level administration of the Airports Authority enterprise 

desktop environment; knowledge of SCCM infrastructure to design, install, configure, and 

deploy hardware and software applications into the enterprise desktop environment. 

 

3. Knowledge of, and demonstrated skill in creating and maintaining standard configuration of 

WIM images in the golden image library for deployment into the virtual desktop 

environment to save time and ensure consistency by eliminating the need for repetitive 

configuration changes and performance tweaks of applications. 

 

4. Knowledge of and demonstrated skill in configuring, installing, and administering enterprise 

security software programs, such as McAfee ePO or similar, to integrate and provide real 

time monitoring of various security programs through a single source; knowledge of anti-

malware policies to set up malware alters for endpoint protection. 

 

5. Skill in managing test lab activities of hardware and software, to include but not limited to, 

choosing test conditions, designing test cases and verifying results, evaluating exit criteria, 

reporting on the test process, and finalizing test phases; skill in performing client level 

hardware and software testing, such as automating deployment for repeated configuration of 

test environments, validating deployment and installation procedures to confirm that software 

and hardware deployment packages are ready for the production environment. 

 

6. Skill in providing Tier III desktop incident support to end-users and assisting system 

engineers to analyze, understand, and resolve technically complex issues; skill in driving 

remediation efforts for high-level desktop incidents through in-depth research and analysis;  

skill to develop and maintain standardized processes and documenting new and revised 

standards in SOPs, user manuals, test logs, and records. 

 

7. Skill in problem solving to select, organize, and logically process relevant information 

(verbal, numerical, or abstract) to solve a problem. This includes the ability to recognize 

subtle aspects of problems, identify relevant information, and make balanced 

recommendations and decisions.  Examples include real-time troubleshooting and developing 

technical solutions to desktop incidents; providing in depth RCA of major incidents; 
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anticipating trends and developments; and providing recommendations to system engineers 

and management to maximize performance of the enterprise desktop environment. 

 

8. Interpersonal skills to interact effectively with business contacts in a businesslike, customer 

service-oriented manner.  This includes working with individuals at all levels within the 

Office to define and implement enterprise desktop solutions and measure delivery results. 

 

9. Skill in oral communication to understand verbal information (including facts, 

descriptions, ideas, concepts, conflicting assertions and arguments), and to express such 

information verbally so that others will understand, and concerning some issues, be 

convinced or persuaded.  This includes the ability to encourage effective oral 

communication by others. Examples include presenting suggested, new systems to 

management for their review/approval and technical information, advice, findings to 

system engineers and senior Office Management and communicating with users regarding 

Tier III issues. 

 

10. Skill in written communication to understand written information (including instructions, 

descriptions, and ideas) and to express such information in writing so that others will 

understand. Examples include reading the instructions/user manuals for new systems and 

writing instructions for users in deployment. 

 

11. Skill in using a computer and (a) modern office suite software (such as MS Office) to 

communicate (email); plan; schedule; word process;  prepare presentations and develop 

reports; and perform research (Internet use, as in researching and keeping up with 

technology); (b) enterprise systems/software (such as ERP) to collect, store, manage and 

interpret data from business activities; and  (c) specialty systems/software such as SCCM 

2012 for installing, configuring, deploying, and administering operating systems; and SCUP, 

EMCO MSI package builder, and McAfee ePO) to assist with operating the enterprise 

desktop environment. 

 

RESPONSIBILITY  Is responsible for overseeing the administration of the Airports 

Authority’s enterprise desktop environment.  Work directly and significantly affects the Airports 

Authority users’ ability to perform their work utilizing the Airports Authority’s various 

computers/systems and ultimately the Airports Authority’s ability to function efficiently and 

effectively. 

 

Reports to the IT Service Delivery Manager (Supervisor).  The incumbent works independently 

within guidelines and authority installing, configuring, deploying, and maintaining the enterprise 

desktop environment.  The incumbent keeps the Supervisor informed of progress, resolves 

technical issues that arise without assistance, and seeks assistance or guidance on only highly 

sensitive or unyielding technical problems (typically offering options).  The Supervisor reviews 

completed work in terms of objectives accomplished: adherence to requirements and IT policies 

and procedures; trade-offs; customer service; quality; quantity; timeliness; teamwork; and other 

factors, including attainment of specified performance management goals and objectives.  As a 

technical expert, work is expected to be complete, accurate,  and the utmost in availability and 

efficiency so as to meet end user requirements.  
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Guidelines and references include, but are not limited to, established Office of Technology 

policies, procedures, and standards (e.g. Office of Technology Standards, Change Management 

Process, Root Cause Analysis Procedure, Technology Advisory Committee Project Submittal 

Procedure, Electronic Communications System Policy, and Enterprise Technology Management 

Policy); Information Technology Infrastructure Library (ITIL), and PMO best practices.  The 

incumbent uses seasoned judgment to adjust and apply guidelines to particular situations and to 

recommend or develop enterprise desktop solutions. 

 

EFFORT The work is primarily sedentary and typically requires light physical effort as in 

opening/closing file drawers, lifting and carrying files/reports, etc. Incumbent may sit for 

extended periods while performing desk work; moves about to meet with people, etc.  Regularly 

uses a computer to develop/engineer desktop applications and perform other tasks; operates other 

office equipment. Frequently exchanges information by telephone. Regularly reviews computer 

screens and printouts containing small print. In driving, operates vehicle using judgment in 

consideration of weather, traffic, and other factors. 

 

WORKING CONDITIONS Works in an adequately lighted, ventilated, and temperature 

controlled office and conference rooms.  

 

OTHER SIGNIFICANT JOB ASPECTS  Must be able to work varied schedule of days and 

outside normal 8am-5pm business hours for scheduled and emergency maintenance and/or 

upgrades. Is subject to hold-over and recall for IT emergencies and may need to work nights and 

weekends depending on operational requirements and other factors.   

 


