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Nothing in this job description restricts management’s right to assign or reassign duties and 

responsibilities to this job at any time.  

 

DUTIES This is a non-career, term job with the Metropolitan Washington Airports Authority 

(Airports Authority).  Serves as the Manager, Network Operations in the Office of Technology 

(Office).  Supervises a network operations team in the development, configuring, maintaining, 

supporting, and optimizing of existing and new network hardware, software, and communication 

links supporting the Airports Authority network infrastructure to ensure a reliable, secure, 

efficient data, voice, and video communications network.  Works with Office senior 

management in continuous quality improvement as well as the design and implementation of 

new network configurations and re-design of the network control center.  Performs related 

functions. 

 

--In collaboration with the Manager, Technology Operations and through subordinate staff and 

consultants, or personally: 

 

Strategy & Planning 

 

--Develops, secures approval, and administers schedules and performance requirements and 

associated budgets for Network Operations.  Allocates and administrates the use of all network 

resources.   

 

--Collaborates with end users and Office senior management in the definition of business 

requirements for network development.  Creates project plans for Network Operations.  Designs, 

plans, configures, and implements short- and long-term strategic plans to help ensure network 

capacity meets existing and future Airports Authority requirements,  including all associated 

local area networks (LANs), wide area networks (WANs), wireless networks, the intranet and the 

Internet.  Ensures plans are aligned with those of the Office’s and the Airports Authority. 

 

--Leads the consolidation of the voice and data networks to converge wired and wireless 

activities and the rollout of WIFI and distributed antenna system (DAS) in large public areas 

throughout the Airports Authority. 

 

--Develops and deploys  methodologies for testing network performance and providing network 

performance statistics and reports.  Conducts feasibility studies for upgrades, improvements, and 

conversion projects.  Researches new/emerging technologies to ensure the Airports Authority’s  

network remains viable and adaptable.   

 

--Plans, directs, and coordinates the design, installation, and connectivity of the Airports 

Authority’s computer and network systems and ensures they meet or exceed service level 

agreements.  Develops operational, strategic planning and business continuity/disaster recovery 

solutions for Network Operations; ensures they are compatible with those of the Office.  

 

--Practices network asset management, including maintenance of network component inventory 

and related documentation in conjunction with the Office’s Program Support Operations. 
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--Develops, implements, and maintains the Office’s policies, and procedures for Network 

Operations.  Works with other Office departments and the Office of Human Resources in the 

training and development of subordinate staff and contractors to ensure they have/maintain the 

technical expertise to move with Network Operations as it improves and enhances the existing 

network, moves to new technologies, and offers new services.   

 

Acquisition & Deployment 

 

--Conducts research and makes recommendations on network products, services, protocols, and 

standards in support of network procurement and development efforts.  Plans, designs, and 

coordinates the implementation of in-house and remote hardware and software across the Airport 

Authority’s network.  Reviews new and existing network design projects and procurement or 

outsourcing plans for compliance with the Office’s and Airports Authority’s standards and 

architectural plans. 

 

--Assists Office or Department of Contacts and Procurement in writing network specifications, 

creating independent cost estimates, preparing statements of work and otherwise assisting the 

Contracting Officer in the procurement of network devices.  Serves as the Contracting Officer’s 

Technical Representative (COTR).  May assist with negotiating with vendors, outsourcers, and 

contractors to secure network products and services. 

 

--Works with subordinates in the installation of new hardware and associated applications/ 

software upgrades.  Complies with and enforces licensing agreements. 

 

-Assess, approve, and administer all equipment, hardware, and software upgrades.  Identifies 

opportunities for cost savings. 

 

--Recommends vendor or service changes, as appropriate. 

 

Operational Management 

 

--Manages all aspects of connectivity within and between the Airports Authority network sites, 

including switching, routing, network layer security, aching and optimization.  Develops metrics 

for network availability, performance, and quality; ensures they are met; modifies them as when 

necessary.  Ensures compliance and performance are being met.  Ensures optimal operation of all 

network hardware and equipment, including routers, switches, hubs, UPSs, etc.  Ensures 

maintenance current network maps. 

 

--Ensures the smooth operation of the Airports Authority networks. Monitors network 

performance and ensures any problems are dealt with as they are observed.  Acts as point of 

escalation for all network related outages; identifies and investigates complex network 

malfunctions with staff; troubleshoots error and works to implement to resolve user and software 

errors.   

 

--Approves and administers network user accounts, permissions, and access rights.   
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--Manages and ensures effectiveness of network security solutions, including firewalls, Identity 

Service Engine etc.  Ensures the Airports Authority’s network are consistent with best practices 

and compliant with applicable regulations. 

 

--Assists the Security group in the external Payment Card Industry (PCI) audits in accordance 

with Payment Card Industry Data Security Standard (PCI DSS). 

 

--Maintains currency of knowledge on existing and new/emerging technologies and 

functionalities. Attends conferences, vendor classes, seminars.  May lead/provide instructional 

guidance on newly acquired knowledge to staff/subordinates. 

 

--Communicates and interacts effectively with internal and external business contacts, including 

but not limited to other members of the unit/team, other Airports Authority employees (such as 

executives, managers, supervisors, professionals, and support staff), consultants, vendors, 

suppliers and other stakeholders to exchange routine and non-routine information about pertinent 

network activities, to make formal presentations, to collaborate and coordinate fully, and to 

perform other functions. 

  

--Uses a computer, tablet, or smart phone for various applications (email and communications, 

word processing, data entry, compiling information for reports, spreadsheets, graphics, flow 

charting, planning, scheduling, presentations, etc.), as well as specialized software/systems (such 

as OPnet and Solarwind) used in the Office. 

 

--Operates a motor vehicle on (primarily landside, but also airside) and off the airport complexes 

to attend meetings, make site visits, and perform related functions. 

 

--*Performs related work, as assigned or on own initiative.* 

 

MANAGERIAL AND SUPERVISORY DUTIES In the context of team functions and 

operations, provides: 

 

Organizational Planning. Establishes goals. Develops program plans and milestones. Assigns 

priorities. Develops policies and procedures. Projects budget requirements and allocates 

available resources. 

 

Program Direction. Communicates organizational goals. Keeps employees and other managers 

informed. Develops and establishes review systems to assist in achieving goals. Reviews costs, 

manages fiscal resources and maintains control over assigned Airports Authority resources and 

assets. 

 

Human Resource Management. Selects, assigns and develops employees. Delegates and assigns 

work. Evaluates employee performance and administers human resource management programs 

established by the Airports Authority. Ensures the application of EEO principles and adheres to 

EEO requirements. Monitors supervisory and non-supervisory staff members, as well as 

consultants. Provides formal and informal training for staff members. 
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Program Evaluation. Reviews program quality and progress toward achieving goals on a 

periodic basis. Takes corrective actions to maintain work progress on schedule, improve 

employee performance or modify program goals or operations, as appropriate. 
 

Critical features of this job are described under the headings below. They may be subject to 

change through reasonable accommodation or otherwise. 

 

MINIMUM QUALIFICATIONS (MQs) 

 

To be rated qualified for this job, an applicant must meet all of the MQs listed below at the time 

of vacancy announcement closure.  

 

1. A Bachelor’s Degree in Computer Science, Information Technology or related field 

providing a strong foundation for successful performance of the DUTIES in this job 

description, or an equivalent combination of education, experience and training totaling four 

years. 

 

2. Eight years of progressively responsible experience in implementing and managing hardware 

and creating operating procedures for enterprise-wide network systems in the transmission of 

information in voice, data, and/or video format, to include: 

 

a. Analyzing, identifying and documenting functional IT network requirements of 

customers’ specific needs, translating the findings into functional requirements, and 

developing supportable recommendations for implementation, and 

 

b. Coordinating equipment installation, maintenance, and troubleshooting including 

experience reviewing, evaluating, and calibrating components such as switches, 

routers, firewalls, load balancers, cabling systems, modems, multiplexers, and 

concentrators to achieve peak efficiency within the overall network connectivity, and 

 

c. Coordinating equipment installation, maintenance, and troubleshooting including 

reviewing, evaluating, and calibrating components such as Hosted Voice/VoIP/PBX, 

Ethernet, SIP, and MPLS applications to achieve peak efficiency within the overall 

VoIP network services, and 

 

d. Conducting in-depth analyses of network usage, user complaints, traffic interruptions, 

hardware and software capabilities, and other relevant factors to identify problems 

and solutions to ensure smooth, reliable, and robust network operation and achieve 

peak efficiency. 

 

A Masters Degree in Computer Science, Information Technology or a related field providing 

a strong foundation for successful performance of the DUTIES in this job description may 

substitute for two years of these eight years. 

 

3. Experience demonstrating the ability to perform successfully as a first line supervisor (such 

as the ability to deploy personnel, monitor work operations, and obtain effective results).  
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PREFERRED QUALIFICATIONS  

 

The qualifications listed below (if any) are preferred and may be considered in the selection 

process, but are not required to be rated qualified for this job.  

 

1. Knowledge of applicable data privacy practices and laws and their applicability to Airports 

Authority Networking such as Payment Card Industry Data Security Standard (PCI DSS). 

 

2. Experience with Data Center Consolidation, penetration testing, ethical hacking, and 

performing security assessments (such as Nessus vulnerability scanner and Metasploit 

penetration testing). 

 

3. Certification as Cisco Certified Network Associate (CCNA), Certified Internetwork Expert 

(CCIE), Certified Design Professional (CCDP), or Customer Voice Portal (CVP). 

 

KNOWLEDGE, SKILLS, ABILITIES, AND OTHER FACTORS (KSAOs) 

 

The following KSAOs are required for successful performance of this job and are a basis for 

rating and ranking applicants who are found to meet the MQs. Local, Federal, airport industry 

or Airports Authority-specific bodies of knowledge listed below may be acquired on the job, 

typically; ability to rapidly acquire them is required at the time of vacancy announcement 

closure. 

 

1. Knowledge of Airports Authority management functions, policies and procedures, including 

EEO principles and requirements, and knowledge of supervisory principles, altogether to manage 

the operations and programs of the unit/team and to perform supervisory functions. 

 

2. Advanced Knowledge of, and skill in, managing, enterprise-wide LANs, WANs, WLANs, 

VPNs, VMs, and virtual networks to achieve peak efficiency within the overall network 

connectivity.  This knowledge includes:  

 

a. Knowledge of Cisco devices, specifically Cisco routers and switches and Cisco 

Adaptive Security Appliance (ASA) firewall devices, and Cisco implementations of 

LAN, WAN, VPN, firewall clusters, secure wireless, and remote access. 

 

b. Knowledge of current network architect protocols and standards, including Border 

Gateway Protocol (BGP), Open Shortest Path First (OSPF), Enhanced Interior 

Gateway Routing Protocol (EIGRP), Generic Routing Encapsulation (GRE), Policy 

Based Routing (PBR), Network Address Translation (NAT), Dynamic Host 

Configuration Protocol (DHCP), Domain Naming System (DNS), Network Time 

Protocol (NTP), Hot Standby Router Protocol (HSRP), Quality of Service (QoS), and 

multicast.  

 

c. Knowledge of technologies including Virtual Local Area Networks (VLANs), Rapid 

Spanning Tree Protocol (RSTP), IEEE standard 802.1q, Power Over Ethernet (PoE), 

trunks, Link Aggregation Groups (LAGs), T1/DS1 standards, frame relay, 
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Multiprotocol Label Switching (MPLS), Transport Layer Security (TLS), and Point to 

Point Protocol (PPP). 

 

d. Knowledge of Wired Equivalent Privacy (WEP) vs. Wi-Fi Protected Access (WPA) 

vs. Wi-Fi Protected Access version 2 (WPA2), Protected Extensible Authentication 

Protocol/Extensible Authentication Protocol (PEAP/EAP), rogue mitigation, 

AirMagnet, and NetStumbler. 

 

e. Knowledge in working with voice/data and telecommunications network protocols, 

circuit structures. Including working understanding of VoIP and traditional call flows 

and signaling protocols which include MGCP, SCCP, H.323, SIP/H.248, RTP/RTCP, 

T1/T3, DTMF and /FXS/FXO, TCP/IP, LAN Switching, Routing protocols, L2/L3, 

device configuration, VLAN, ACL, etc 

 

f. Knowledge of voice/data and telecommunications network protocols, QoS 

technologies, circuit structures such as SIP-IP, CAS, Tl, T3, ISON, SONNET, 56K, 

DID technology, loop and ground start, etc 

 

g. Knowledge of wireless systems include: trunked UHF/VHF/HF systems, regulated 

and unregulated radio and wireless network systems, personal wireless 

communications systems (PWCS), wireless teleconferencing, and wireless LANs to 

support Wing, Geographically Separated Units (GSU), and Tenants 

 

3. Skill in problem solving to select, organize, analyze, and logically process relevant 

information (verbal, numerical, or abstract) to solve a problem. This includes the ability to 

recognize subtle aspects of problems, identify relevant information, and make balanced 

recommendations and decisions that may significantly influence the Network Operations.  

Examples include synthesizing information from network architecture plans, manuals, 

designs, reports, information about new technologies to identify trends and make 

recommendations and to develop and review change orders and  

 

4. Skill in written communication to understand written information (including instructions, 

descriptions, and ideas) and to express such information in writing so that others will 

understand, and in certain circumstances, be convinced or persuaded. This includes skill in 

understanding written technical information such as system flow charts, traffic flow, and data 

processing concepts; in documenting and preparing technical reports (such as feasibility 

studies for project changes, documentation of network records, network configurations, Visio 

maps, operational procedures and manuals, network resource administration policies and 

procedures); and in preparing short- and long-term strategic plans. 

 

5. Skill in oral communication to understand verbal information (including instructions, 

descriptions, and ideas) and to express and exchange routine and non-routine information 

verbally so that others will understand, and in certain circumstances, be convinced or 

persuaded. This includes skill in encouraging effective oral communication by others, such as 

professional staff and consultants. Examples include communicating complex ideas and 

solutions to both technical and non-technical employees. and skill in making formal 

presentations and expressing information in a manner that is clear, complete, concise and 
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easily understood regarding network activities and end users regarding needs, concerns, 

recommendations, and plans.  

 

6. Interpersonal skills to interact effectively with business contacts in a business like, customer 

service-oriented manner This includes skill in managing customer expectations, negotiating 

solutions to complex and high-risk or critical situations and scenarios with multiple parties 

and agendas, influencing customer perception and acceptance of change and innovation, 

proactively managing risk areas and escalations, and engaging customer, partner, and 

executive resources in the most effective manner. 

 

7. Skill in using a computer and modern office suite software (such as MS Office) to plan, 

schedule, communicate (using email), word process, project management, graphics,  and 

perform research (Internet use, as in searching for performance information and keeping up 

with technology), and specialized software used to design, test, implement, evaluate, and 

monitor software, hardware, and networks.   

 

RESPONSIBILITY  Is responsible for the overseeing the design, installation, and connectivity 

of computer and network systems to ensure the stable/continuous operation of the Airports 

Authority’s network infrastructure. This includes maintaining, supporting, and optimizing all 

existing network hardware, software, and communication links and developing and configuring 

new hardware to augment existing structure. The work directly impacts the Airports Authority’s 

efforts to implement and maintain a network and telecommunications infrastructure that 

effectively supports its activities. 

 

Reports to the Manager, Technology Operations (Supervisor). Supervisor assigns work by 

defining functional responsibilities and setting overall objectives and priorities. Incumbent 

performs regular and recurring duties independently with little direct oversight while staying in 

close communication with the Supervisor to allow for discussion of new 

hardware/systems/structures as well as unexpected issues or developments within the normal 

workload. Special assignments may be assigned on an ad-hoc basis, with brief 

instructions/guidance to support management initiatives relating to shifting Airports Authority 

needs or requirements. Work is expected to be technically competent and is subject to minimal 

review in process or upon completion; work is reviewed in terms of quality, quantity, timeliness, 

customer service, teamwork, adherence to requirements, and other factors, including attainment 

of specified performance management goals and objectives.   

  

Guidelines include, but are not limited to: Office of Technology policies and procedures; 

overarching technology and Office plans (including strategic and annual); generally-accepted IT 

industry best practices, standards, protocols and practices; and technical manuals regarding 

hardware, software, power, back-ups, etc.  Some of these guidelines leave gaps while others 

allow for wide discretion; the incumbent uses judgment and initiative to assess implications of 

issues, develop solutions and make recommendations or decisions providing an effective 

response that appropriately balances competing technical, administrative, budgetary and other 

types of demands. 

 

EFFORT Work is primarily sedentary, but also involves light to moderate physical exertion. 

Incumbent may sit for extended periods while performing desk work on the computer or talking 
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on the telephone. Regularly moves about to various Airports Authority locations to coordinate 

and inspect work.  Occasionally works in areas that may require access by climbing or crawling, 

or working in cramped or awkward positions to manually adjust wires, controls, and other pieces 

equipment. Regularly uses a computer to access databases, prepare documents, and review on-

line specifications.  In driving, operates vehicle using judgment in consideration of weather, 

traffic and other factors. 

 

WORKING CONDITIONS Works in an adequately lighted, ventilated and temperature-

controlled office setting. Is subject to job pressures from the dynamics of maintaining an integral 

part of the Airports Authority’s computer infrastructure. 

 

OTHER SIGNIFICANT JOB ASPECTS Subject to holdover, work after hours, or recall to 

minimize disruption to airport operations due to computer maintenance, updates, 

implementation, or testing or in the event of problems (such as outages or other emergencies) 

and for other reasons. 


